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1 Executive Summary 

1.1 Document Purpose and Intended Audience 

This document is intended for Insurance Companies and Insurance Brokerages in Canada in 
the Property and Casualty (P&C) Industry. This reference document provides an overview of the 
Secure Email Standard that will enable users to securely exchange information between 
Insurance Brokerages and Insurers. Technical details have been provided to guide technical 
staff in the setup and administration of the implementation. Note this is not a complete secure 
email solution but rather an approach to mitigate risk as this will only protect the data while in 
transit between companies. In order for this to be a complete solution the internal network at 
both end parties must be secure. 

1.2 The Problem 

Insurance Companies and Insurance Brokerages today are exposed by exchanging non-secure 
emails over the open Internet with private information of the Insured. This information may 
include some of the following information: 

 Credit card and other banking information 

 Driver’s license 

 Personal address 

 Personal medical conditions 

Sending emails over the open Internet violates common security practices and it could 
potentially lead to personal information being intercepted by an outside source.  

1.3 The History 

The insurance industry in North America has been transferring emails over the open Internet 
with personal information for several years without any concern being raised. In the Fall of 2008, 
the Insurance Brokers Association of Canada (IBAC) and their counterpart in the USA started to 
explore potential solutions. 

Over time this issue became high priority and today it is one of the top three priorities for the 
IBAC Technology Committee. After exploring possible solutions, this committee approached 
CSIO to collaborate on creating a standard for the industry as a whole.  

The following few months we have had several meetings with IBAC and several security 
architect experts from various Insurance Companies discussing what could be feasible. A proof 
of concept was developed with a pair of brokerages and several Insurance Companies, proving 
that the recommended solution would be adequate for the industry. 

The final recommendation was presented to the IBAC Technology Committee on June 20th, 
2011. We would now like to roll out that solution to the industry. 

1.4 The Solution 

CSIO worked with IBAC and several security architect experts from various Insurance 
Companies to examine the different options available and make a recommendation. A decision 
was made by the committee to create a standard recommendation using TLS as the security 



 
encryption as it is an open standard available and compatible for all corporate email solutions. 
Different off-the-shelf solutions were explored but none would satisfy the needs for transparency 
and ease of use required for this solution to be accepted as the industry standard. The solution 
and implementation of it will be explained further in the main document. 

It is important to note that although TLS security encrypts the message being sent, the sender is 
still not guaranteed to be who they say they are. In addition to this it is also important to mention 
that the message is only secured while in transit between mail servers and not once inside the 
local networks for each organization. This means that it does not totally solve the compliance 
requirements of PIPEDA, but it does dramatically improve the security currently being used. 

1.5 Why is This TLS Solution Important 

This recommendation provides a seamless solution for exchanging secure email between 
Insurance Companies and Insurance Brokerages with low implementation cost. It can solve a 
serious problem in the quickest possible timeframe. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  



 

2 Secure Email 

2.1 The Problem  

There is no industry standard in place today that will provide secure email communications 
between users in different organizations. The following diagram displays the current average set 
up found when sending emails between an Insurance Broker and an Insurance company: 

 

 

Figure 2.1-1 Typical Email Exchange 

This image shows how after the email leaves the Email Server it enters the Public Internet 
without any encryption or protection from any outside force before entering the Email Server of 
the recipient. This exposes the information being sent to be intercepted and used for malicious 
purposes. 

2.2 The Possible Solutions 

During our investigation we explored several solutions available: 

1. TLS Encryption – Available as an open standard created by the Internet Engineering Task Force 

(IETF) and is compatible with all major corporate Email Servers (ie. Microsoft Exchange, Lotus 

Notes, etc.). In order to do this, the user would need to purchase one SSL Certificate from an 

online retailer and have it installed in their mail system, having this being easy to implement at a 

very competitive cost. 

2. Off-the Shelf Software – Available in a variety of different brands. These software products are 

compatible with the major corporate Email Servers as well, however when purchased it would 

be required to have a license for each email address being used thus creating an exponentially 

high cost. Some of these products include Voltage, IronPort, Comodo, ePost, etc. 

3. Private Mail Server – This would allow Insurance Brokerages to email Insurance Companies 

through a portal-like environment. The development cost for this would be quite high and the 

interruption in the broker’s workflow would be immense. In addition to this, every Insurance 

Company would need to have one of these “Portal Email Servers”, thus not resolving the 

problem but rather creating a new one altogether. 



 

2.3 The Recommended Solution – TLS Encryption 

2.3.1 What is TLS Encryption? 

Transport Layer Security (TLS) is a cryptographic protocol that provides communication security 
over the Internet. In plain English what this means is that TLS is a protocol which enables 
security while transporting data over the Internet, whether being emails, data to a website, or 
any other reason securing data over the Internet would be required.  

2.3.2 How does TLS Encryption Work? 

Establishing a TLS connection requires a “hand-shake” between the two email servers before 
the email is able to be sent. The diagram below explains how this would take place: 

 

Figure 2.3-1 Typical TLS Key Negotiation 

1. A connection is established between the Email Servers of the sender and the recipient 

2. The sending host requests TLS encryption for sending message 

3. The receiving host accepts the TLS encryption 

4. The Email Servers exchange encryption keys for transmitting the email 

5. The email is transferred encrypted with the encryption key exchanged in step 4 

2.3.3 Pros and Cons of Using TLS Encryption 

Every change in the Information Technology world has both a positive and a negative impact; 
the important thing is to make sure that the positives outweigh the negatives. Fortunately the 
use of TLS for securing email has many pros and very few cons.  

PROS  CONS 

- Low implementation cost 

- Using open standard 

- Easy to implement in all corporate email 

environments 

- Invisible to the end user 

- Encrypts both text and attachments 

- Proven solution by several insurers and 

brokerages 

- TLS encrypts the message, however it does not 

verify who the sender is 

- Email will take a few milliseconds longer to 

send due to the encryption key negotiations 

- Only encrypts message over the Internet, not 

inside the organizations network 



 

3 Implementation 

3.1 General Requirements 

In order for TLS to work, every company that would like to have this encryption would have to 
purchase an SSL Certificate. These certificates may be purchased online from several resellers 
and they range in costs from $45 - $100 per year. Another option would be to switch email 
providers to a provider that offers TLS as part of their subscription package. 

3.2 How to Confirm It Is Working 

In order to verify that your Email Server is properly configured to send emails using TLS 
Encryption you must exchange emails with another partner that has their system set up for TLS. 
Once you find a partner you then trade emails and you must look into the Internet Headers for 
the following data: 
 
Microsoft Mail Internet Headers Version 2.0 

Received: from ssmtl104.axa-canada.com ([10.1.2.5]) by smmtl102.axa.ca with Microsoft 
SMTPSVC(5.0.2195.7381); 

  Wed, 25 May 2011 15:08:02 -0400 

X-AuditID: 0a010204-b7cc6ae0000071e1-59-4ddd539116ea 

Received: from mail189.messagelabs.com (mail189.messagelabs.com [85.158.139.179]) 

 (using TLS with cipher AES256-SHA (AES256-SHA/256 bits)) 

 (Client did not present a certificate) 

 by ssmtl104.axa-canada.com (Symantec Brightmail Gateway) with SMTP id 
98.CD.29153.2935DDD4; Wed, 25 May 2011 15:08:02 -0400 (EDT) 

 

Please note that all Internet Headers will vary depending on the system, however if your 
message is being sent using TLS Encryption it will be specified in some point. 

4 What if my system is not TLS compatible 
Unfortunately there are some systems out there that are not TLS compatible. Below are several 
recommendations that you may explore if you wish to have TLS Encryption in your office. 

4.1 Buy a Server 

This would be an expensive option as you would need to first purchase the hardware and 
software. Once you have this you would need to configure the server yourself and in the 
process you could set up the TLS Encryption. Doing this will give you all the control as you 
would be hosting your own server but it would also bring along the cost and responsibility of 
maintaining your own server. 



 

4.2 Find a third party host 

There are many IT suppliers across Canada that offer Email Hosting for a reasonable price. We 
would recommend contacting several companies and receiving separate quotes in order to 
make sure you are getting a reasonable price. This would be a happy medium solution as you 
would have the control over what to do with your mail server yet you wouldn’t be responsible for 
the technical side of things as you would be paying the IT company for this. 

4.3 Microsoft Exchange Online 

Microsoft is now offering a Microsoft Exchange Online solution for the price of $5 per month per 
user. This would allow you to have TLS set up with the same domain and email addresses you 
presently use.  


